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Adaptive filters, unlike traditional filters, update their representation upon detecting a false positive to avoid
repeating the same error in the future. Adaptive filters require an auxiliary structure, typically much larger
than the main filter and often residing on slow storage, to facilitate adaptation. Each adaptation requires a disk
I/0, creating overhead that must be amortized across repeated false positives. On highly skewed or adversarial
workloads, this overhead is well amortized over repeated false positives. However, on uniform random work-
loads, adaptive filters experience noticeable performance degradation as false positives do not repeat often,
making adaptivity an unnecessary overhead.

In this paper, we address this fundamental limitation in adaptive filters by establishing a connection to the
online ski rental problem, a classic online decision problem where one must repeatedly choose between renting
or buying skis without knowing future usage. We demonstrate that adapting a false positive is equivalent to
“buying”, while accepting the false positive without adaptation corresponds to “renting”. Using the online model,
we theoretically analyze the cost of adaptivity and develop an adaptivity strategy to determine when to adapt
a false positive to avoid unnecessary overheads.

We introduce the SkiQF, an online adaptive filter that provides robust false positive rate guarantees through
adaptivity while maintaining consistent, high performance across diverse query distributions. The SkiQF makes
no assumptions about the query distribution and is 2-competitive, i.e., its total I/O never exceeds twice the
optimal for any workload. In a database system using a filter to avoid unnecessary disk accesses, the SkiQF
achieves up to 1.78% higher throughput compared to the AdaptiveQF. Compared to traditional filters, the
SkiQF achieves up to 1.45X higher throughput on skewed workloads and up to 10X higher throughput on
adversarial workloads, demonstrating robustness and resilience. We also introduce the HybridSkiQF, a variant
that detects the underlying query distribution and chooses an adaptivity strategy to minimize I/O. Additionally,
it dynamically adjusts its strategy in response to distribution drift. When it detects repeating false positives,
the HybridSkiQF switches to immediate adaptation, like a standard adaptive filter, avoiding the overhead of
the SkiQF’s delayed adaptivity when immediate adaptation is optimal. The HybridSkiQF achieves up to 1.28X
and 1.79% higher throughput than the SkiQF and traditional filter respectively.
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1 Introduction

A filter (e.g., Bloom [5], quotient [4, 35], cuckoo [18]) compactly represents a set and supports
approximate membership testing, trading accuracy for space. It allows one-sided errors bounded
by a configurable false positive rate (FPR). Filters have long served as the fundamental building block
in large-scale data systems with scarce memory and tolerable one-sided errors. They compactly
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Fig. 1. Comparing query throughput of an adaptive (AdaptiveQF [41]) and a traditional non-adaptive (counting
quotient filter (CQF) [35]) filter in a database across varying workload skewness. The overall throughput
measures the aggregate throughput (harmonic mean) across all workload distributions. The overhead of
adaptivity degrades performance on low-skew workloads. Increasing skew initially benefits from adapting
recurring false positives, but extreme skew introduces many one-off false positives that negate adaptivity
gains. The SkiQF and HybridSkiQF, the online adaptive filters we introduce in this paper, achieve consistent
performance across all skew levels through online adaptation strategies. (Higher is better.)

represent datasets in memory, avoiding unnecessary disk accesses for non-existent items. Filters
have seen wide usage in numerous applications such as databases [12, 14, 40], networking [7, 22, 42],
computational biology [6, 11], storage systems [15, 17, 21] and machine learning [38].

Traditional filters, however, guarantee a bounded false positive rate (FPR) only when queries are
drawn uniformly at random from the universe of items. That is, the FPR guarantee only applies to
a single query, not to an arbitrary sequence of queries. Consequently, the observed false positive
rate can far exceed theoretical bounds for workloads with repeated false positive items, such as
skewed or adversarial distributions. This degradation occurs because traditional filters treat each
query independently, never learning from or adapting to previous false positives.

For example, filters are commonly employed in database indexes to avoid unnecessary disk I/Os.
The filter is kept in main memory and used to skip disk accesses whenever it returns a negative
response. However, false positives still trigger unnecessary disk reads. In workloads with repeated
queries for non-existent keys, these false positives accumulate and degrade performance, often
rendering the filter obsolete. This problem is particularly severe for write-optimized databases
(RocksDB [40], SplinterDB [12]) that rely on filters to mitigate the high read amplification inherent
in storing multiple sorted runs on disk.

Recently introduced adaptive filters [3, 29, 32, 41] overcome this fundamental limitation in
traditional filters by updating their representation when encountering false positives, preventing
their recurrence. As a result, adaptive filters offer a theoretically-bounded false positive rate for
any arbitrary sequence of queries. Such robust guarantee makes adaptive filters appropriate for
workloads with skewed or adversarial distributions.

Overheads of adaptivity. A key limitation of adaptive filters is that it is impractical to build one
that operates only in main memory. Bender et al. [3] show that any adaptive filter that guarantees
a bounded false positive rate for n items from a universe of size u must use O(min(nlogn,nloglogu))
bits of space, making the filter impractical to fit in main memory. However, this does not eliminate
practical solutions. One can build an adaptive filter by splitting it into two parts: a main-memory
structure that uses the same amount of space as a traditional filter, and a disk-resident structure that
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is consulted only on adaptations. The disk-resident structure, called the reverse map, is a dictionary
mapping fingerprints (lossy item representations in the filter) to original items, enabling the filter to
adapt efficiently. Since each adaptation accesses the reverse map, false positives now incur additional
I/Os compared to traditional filters.

The additional I/Os to access the reverse map is the overhead incurred by an adaptive filter to
provide a theoretically-bounded false positive rate for any arbitrary sequence of queries. On skewed
and adversarial (where false positives are intentionally replayed) workloads, the additional I/O
overhead is well amortized over repeated false positives. However, many practical workloads feature
distributions where items rarely repeat: e.g., items drawn uniformly randomly from the universe, or
skewed distributions with long tails where most items appear only once or twice despite a few high-
frequency items. On these workloads, system developers are forced to choose between a traditional
filter for higher performance or an adaptive filter for robustness against adversarial attacks.

Problem. This performance variability creates a critical challenge for system developers who must
choose between traditional and adaptive filters without knowing workload characteristics, which
are often not known in advance and are subject to sudden and unpredictable changes.

Figure 1 shows the performance trade-off between traditional and adaptive filters across workloads
of varying skewness. Traditional filters outperform adaptive filters by ~ 1.8x on uniform random
workloads where false positives rarely repeat. With moderate skew (normal and lognormal), adaptive
filters achieve 1.4 — 1.8X better performance. At extreme skew (Zipfian with 6 = 0.99), both filter
types converge to similar performance.

Research goal. Our goal is to develop a filter that provides robust accuracy guarantees while main-
taining consistent, high performance across all workload distributions, eliminating the need to predict
workload characteristics in advance.

To achieve this research goal, we must design an online adaptive filter that guarantees robust
performance across all distributions. This requires making real-time adaptation decisions without
knowledge of future queries. Before performing an adaptation, we must determine whether the cost
of adaptation can be amortized over repeated false positives. This requires quantifying the overheads
of false positives and adaptations, then designing an online algorithm that decides whether the
adaptation overhead is likely to yield a net benefit through prevented false positives.

Challenges in designing an online adaptive filter. There are several critical challenges in de-
signing an online adaptive filter. First, filters are employed across a wide range of applications,
such as security, networking, databases, distributed systems, genomics, each with unique set hard-
ware/software constraints and therefore different cost models. Second, the filter must provide strong
theoretical bounds despite unpredictable workloads, enabling system developers to adequately provi-
sion resources and ensure reliability. Third, the filter must not add non-trivial overheads to the strict
space and CPU budgets of traditional filters, requiring negligible overhead for any online decision.

We show that this online decision of deciding whether to adapt or not maps directly to the classic
ski rental problem [25], where a skier must daily choose between renting skis (recurring small cost)
or buying them (one-time large cost) without knowing how many more days they will ski. The ski
rental problem models scenarios requiring cost minimization under uncertainty: choosing between
an expensive one-time purchase that eliminates future costs or continuing with smaller recurring
payments. This framework has been applied to snoopy caching [24, 25], TCP acknowledgment [23],
cloud spending optimization [37], and elastic caching [28].

In the adaptation context, the analogy is precise: adapting a false positive corresponds to buying
(one-time cost preventing recurrence), while accepting the false positive without adaptation cor-
responds to renting (repeated cost per occurrence). This mapping enables us to leverage ski rental
algorithms with theoretically-bounded costs for adaptation decisions.
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Analyzing adaptivity and false positive costs. To apply the ski rental framework, we empirically
analyze and model the I/O costs of false positive queries and their adaptation. In the context of
large-scale databases, filters are maintained in memory and used to prevent disk accesses for negative
queries. In the disk-based setting, I/Os dominate the overall application performance. To analyze
algorithm costs, we employ the disk access model [1] (DAM), measuring the overall cost of an
algorithm in terms of the number of block transfers between memory and disk.

Modelling the I/O costs allows us to apply the deterministic ski-rental algorithm to adaptive filters.
This ski-rental algorithm follows a simple strategy: rent until the break-even day—when accumulated
cost would exceed the purchase price on the next day —and then commit to buying. For adaptive
filters, this translates to adapting when the cost of repeated false positives matches the adaptation
cost. We express this break-even point through «, the ratio of reverse map lookup cost (Cry) to
database lookup cost (Cpp). Since adapting (buying) a false positive requires a database lookup to
detect the false positive, the overall cost of an adaptation is Cpg+Cgry. Similarly, incurring a false
positive and not adapting (renting) is a database lookup, which costs Cpp. Therefore, the break-even
point is LWJ =1+|a].

The parameter « varies widely across different application scenarios. In simple configurations such
as single-node databases, both the database and reverse map use identical storage implementations
on the same medium, yielding & ~ 1. However, architectural choices significantly affect a value. In
distributed settings, the database can reside on fast local storage while the reverse map uses cheaper
remote storage, « can far exceed 1. Conversely, in distributed databases where lookups require
network round-trips but the reverse map is cached locally, a can drop below 1. In security-sensitive
applications, the cost of a false positive can be huge and « can approach 0.

Our analysis reveals clear adaptation thresholds based on a. For @ > 1, adapt on the (1+ | a )™
false positive occurrence (Theorem 1). For 0.618 <« < 1, adapt on the second occurrence, and for
« <0.618, adapt immediately (Theorem 5).

The analysis also establishes the competitive ratio of our deterministic ski-rental strategy for online
adaptivity—that is, the worst-case ratio of the online algorithm’s cost to that of an optimal offline
algorithm. Our strategy achieves a competitive ratio of min(f:—g, 1+a,2). In contrast, immediate
adaptation always has a competitive ratio of (1+«), making it less competitive for « > 0.618. For
example, in typical deployments where a ~ 1, immediate adaptation is 2-competitive while our
strategy is 1.5-competitive. Furthermore, since the deterministic ski-rental algorithm is known to
be optimally competitive, no online adaptivity algorithm can achieve a better competitive ratio.

The SkiQF. In this paper, we implement the Ski-Adaptive Filter (SkiQF): an online-adaptive filter
that employs the deterministic ski-rental algorithm to make adaptivity decisions at runtime. The
SkiQF is built on top of the AdaptiveQF [41], a state-of-the-art adaptive filter, augmenting it to track
false positive repetitions and adapting only when repetitions exceed a configurable threshold. This
selective adaptation enables the SkiQF to provide the adaptivity benefits on skewed workloads, while
also matching traditional filter performance on uniform random workloads where adaptivity would
be wasteful.

The SkiQF uses no additional main-memory compared to the AdaptiveQF. The SkiQF modifies
the metadata scheme to count false positive repetitions within the existing slots of the AdaptiveQF.
When the count of a false positive reaches the configured threshold, the SkiQF overwrites the slots
used for counting with extension bits that fix the false positive. While the SkiQF does incur a tiny
CPU overhead from maintaining this counter, this cost is negligible compared to the reduction in
I/O overhead from unnecessary adaptations.

As shown in Figure 1, the SkiQF achieves 1.78x higher throughput than the AdaptiveQF on uniform
random workloads (matching traditional filters) and 1.18% higher throughput on extremely skewed
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workloads. On normal and lognormal distributions, it achieves a 11-23% throughput reduction versus
AdaptiveQF—an expected trade-off within its guaranteed 2-competitive bound. Overall, the SkiQF
has 1.19x higher aggregate throughput across the four different workload distributions.

The HybridSkiQF. The SkiQF’s optimal competitive ratio across any arbitrary sequence of queries
comes with a deliberate trade-off: a slightly lower throughput on workloads when adapting immedi-
ately is optimal. This trade-off occurs because the SkiQF makes no assumptions about the workload
distribution, forcing it to avoid over-adapting by delaying adaptations until absolutely necessary.

However, in many practical applications, it is reasonable to assume that workloads follow a con-
sistent distribution. If false positives were mostly repeating in the past, future false positives are also
likely to repeat, making immediate adaptations more efficient. This motivates us to introduce the
HybridSkiQF. The HybridSkiQF detects if false positives are repeating and decides to either adapt
all future false positives immediately like an adaptive filter, or not adapt at all like a traditional filter.
Additionally, the HybridSkiQF dynamically adjusts its adaptation strategy to handle drift in the
workload distribution. Note that unlike the SkiQF, the HybridSkiQF trades worst-case guarantees
for higher average-case performance under stable distributions.

Similar to the SkiQF, the HybridSkiQF matches the performance of a traditional filter on a uniform
random workload. On skewed workloads (normal and lognormal), the HybridSkiQF has a 28% higher
throughput compared to the SkiQF, matching the performance of AdaptiveQF. Overall across all
workloads, the HybridSkiQF improves upon the AdaptiveQF throughput by 27%.

Our contributions.

(1) We model the performance of adaptive filters integrated in databases in terms of I/O costs and
draw a connection between minimizing overall I/O and the classic online ski rental problem. We
employ the model to determine adaptivity strategy to ensure the overall I/O performed remains
2-competitive for diverse system configurations and cost ratios.

(2) We introduce the SkiQF, the first online adaptive filter. The SkiQF overcomes the key performance
trade-off of adaptive filters, offering consistent performance across query workloads of various
distributions by bounding the overall I/O with 2-competitive bound.

(3) We introduce the HybridSkiQF, a variant of the SkiQF with higher performance on skewed
workloads where immediate adaptation is beneficial. The HybridSkiQF monitors the workload
and periodically updates its adaptivity strategy, switching between adapting immediately or
never adapting. While it deviates from strong theoretical guarantees of the SkiQF, it offers higher
performance when workloads are stable and predictable.

(4) We perform an extensive experimental evaluation, integrating the filters with a production-ready
database (WiredTiger) and measuring system throughput. We test the filters with workloads
of distributions with varying skew, including adversarially generated ones. Our experiments
show that the online adaptive filters achieve consistent, high performance across all workloads.
Further, we run microbenchmarks in a main-memory only setting, showing that adaptive filters
can be augmented with online-adaptivity policies with no space overhead.

2 Background

In this section, we provide an overview of filters, adaptivity and the ski rental problem.

2.1 Filters

A filter is a compact, approximate set representation that supports membership queries with one-
sided errors: queries for items in the set always return true (no false negatives), while queries for
items not in the set may incorrectly return true with bounded probability e (false positives). Allowing
one-sided errors enables filters to save space. Modern filters require nloge™! + Q(n) bits: quotient
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filters use nloge™! +2.125n bits [35] and cuckoo filters use nloge™! +3n bits [18]—typically just 1-2
bytes per item for 0.1-1% false positive rates. On the other hand, Bloom filters use 1.44nloge ™!, beating
modern filters only when ¢ approaches one—an impractical scenario. In contrast, representing a set
exactly without errors requires at least Q(nlogu) bits, where u is the universe size [9].

Traditional filters provide weak guarantees. Traditional filters do not change their represen-
tation in response to false positives, always returning the same response for repeated false positive
queries. Their theoretically-bounded false positive rate is only guaranteed for a single query and
not an arbitrary sequence of queries. Consequently, when workloads exhibit skew or adversarial
patterns—where certain items repeat disproportionately—the observed false positive rate can ap-
proach 1: a single frequently-queried false positive can render the filter obsolete. Traditional filters
are also vulnerable to timing attacks. Attackers can identify false positives by measuring query
latency differences between false positives and true negatives, then deliberately repeat these queries
to degrade system performance [41].

Fingerprint filters. State-of-the-art filters such as quotient [36] and cuckoo [18] are fingerprint-
based. They compactly store short, lossy fingerprints exactly in a table and false positives occur only
due to hash collisions between keys not in the set with those in the set. Fingerprint filters employ
quotienting [27, 34] to compactly store fingerprints in a table. In quotienting, a p-bit fingerprint
h(x) is divided into two parts: the first g bits h(x) is called the quotient and the remaining r =p—q
bits hy (x) is called the remainder. The quotient is stored implicitly and only the remainder is stored
explicitly to save space. Quotient filters [4, 35, 36] use Robin Hood hashing (a variant of linear probing)
to store the remainders in a linear table. To resolve soft collisions (i.e., when two fingerprints share
the same quotient but have different remainders) it uses 2-3 extra metadata bits to resolve collisions
and efficiently perform queries.

2.2 Adaptivity

Recently introduced adaptive filters [3, 29, 32, 41] provide stronger guarantees regarding false
positives rates compared to traditional filters. Adaptive filters update their representation upon
encountering a false positive in order to avoid repeated errors.

Strongly-adaptive filters. Bender et al. [3] formally define a filter to be strongly adaptive if the upper
bound on the number of false positives returned by the filter on any sequence of n queries is tightly
concentrated around (€-n). More specifically, it will never return more than en+0O(y/nelogn+logn)
false positives with high probability.

Adaptive filter designs. Several strongly adaptive filters have been proposed: the broom filter [3]*,
the telescoping filter [29], and the AdaptiveQF [41]. All employ fingerprint-based designs. Fingerprint
filters efficiently support adaptations by eliminating collisions that cause false positive repetitions.
The broom filter and AdaptiveQF adapt by lengthening colliding fingerprints until the collision re-
solves. The telescoping filter [29] employs multiple hash functions and cycles through hash functions
to eliminate collisions.

To our knowledge, no strongly adaptive Bloom filter [5] variants exist, and we believe none are
forthcoming. The fundamental obstacle is that Bloom filters cannot unset bits without introduc-
ing false negatives, preventing the updates required for adaptation. This limitation also precludes
deletions, enumeration, counting, and resizing.

Furthermore, not all adaptive fingerprint filters achieve strong adaptivity. Reviriego et al. [39]
demonstrate that adversarial query sequences can force the adaptive cuckoo filter [32]—a fingerprint

The broom filter is a purely theoretical structure, and the AdaptiveQF [41] is its practical implementation.
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filter based on cuckoo filters [18]—to adapt continuously without successfully eliminating false
positives.

Choosing AdaptiveQF as the base filter. We build the SkiQF atop the AdaptiveQF due to its
strong adaptive guarantees and efficient adaptation mechanism. Although both the telescoping
filter [29] and AdaptiveQF provide strong adaptivity, the AdaptiveQF’s highly efficient I/O operations
result in significantly higher system throughput [41]: up to 10X faster insertions and 2-3X faster
performance on adversarial query workloads. While we demonstrate our online adaptive policies
on the AdaptiveQF, they generalize to all strongly adaptive fingerprint filters, including potential
future designs. This is because our techniques require only the ability to tag fingerprints with false
positive repetition counts, which any fingerprint filter can support through value association.

2.3 Design of adaptive filters

Bender et al. [3] prove that strongly adaptive filters for n items from universe size u require at least
Q(min(n loglogu, n logn)) bits—approaching the dataset size itself, making pure in-memory storage
impractical. To overcome this, adaptive filters employ a two-tier architecture: a compact in-memory
structure (comparable to traditional filters) that handles membership queries, while a larger external-
memory index stores information to support efficient adaptations. The external index is accessed only
during adaptations, not positive queries. This separation enables efficient query processing despite
the large lower bound on space, adding only minimal I/O overhead for false positive adaptations.

I/0 trade-offs of adaptivity. The performance benefit due to adaptive filters is dependent on the
workload skew, as external-memory adaptation costs must be amortized by preventing future false
positives. Adaptation benefits skewed [8, 13] and adversarial workloads [29, 32, 41], where elimi-
nating repeated false positives saves multiple disk accesses. However, adaptive filters can degrade
the overall system performance when false positives rarely repeat. For example, uniform random
queries from large universes seldom repeat, making adaptation wasteful. Similarly, extremely skewed
workloads with a long tail of one-off queries negate adaptation benefits as the overhead of adapting
non-repeating queries outweighs gains from adapting frequent ones.

Our goal is to develop a filter that combines the strengths of both adaptive and non-adaptive approaches
while mitigating their respective weaknesses. Specifically, we seek a filter that maintains adaptive filters’
robust accuracy guarantees—bounding false positive rates even under adversarial or highly skewed query
patterns—while delivering consistent, predictable performance across the entire spectrum of workload
distributions. By achieving this balance, the filter would eliminate the need for system designers to predict
workload characteristics in advance or risk choosing a suboptimal filter type.

2.4 Ski Rental Problem

In the ski rental problem, a skier must choose between buying skis for B units or renting for R units
per day. Renting costs less initially, but buying provides unlimited future use for a one-time fee. The
optimal strategy depends on the total skiing days d. For d < | B/R] days, renting each day for total
cost Rd is optimal in the offline setting. For longer periods, buying on day one for cost B is optimal.
The challenge is that the skier cannot predict their total skiing days in advance.

Online decision algorithms, such as those designed for the ski rental problem, are evaluated through
competitive analysis where an algorithm’s cost is compared against an optimal offline algorithm
that knows the entire input sequence. The competitive ratio of an online algorithm on a given input
is the ratio of its cost to that of the optimal offline algorithm. More specifically, an algorithm is
a-competitive if its cost never exceeds a times the offline optimal across all possible inputs.

The ski rental problem has a well-known 2-competitive algorithm. The skier rents until the
break-even day | B/R], then buys if they continue skiing. For d < | B/R| days, the algorithm pays Rd,
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(b) Extending fingerprints resolves collisions. The query on the left is a false positive as the fingerprint of a
key not in the set matches a fingerprint in the filter. Extracting more bits from the filter breaks the collision and
resolves the false positive. The AdaptiveQF extends fingperprints in increments of r (r=3 in the above figure)
bits, enabling it to efficiently store extension bits in its r-bit sized slots. Consequently, each set of extracted
extension bits decreases the probability of a future false positive for that fingerprint by 27".
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(c) The AdaptiveQF uses quotienting to store the fingerprints. We denote each key in uppercase and their
corresponding remainder in lowercase. The fingerprint for D is extended and adds extension bits d’.

Fig. 2. Variable-length fingerprints and AdaptiveQF schema. The figures illustrate how variable-length
fingerprints are employed to resolve false positives due to hash collisions and the metadata schema used by
the AdaptiveQF to store variable-length fingerprints.

which matches the optimal. For longer durations, it pays R| B/R] +B<2B, at most twice the optimal
buying cost. This guarantees 2-competitiveness. No deterministic algorithm can achieve better than
2-competitiveness. However, randomized algorithms can achieve e/(e—1) ~ 1.58 competitive ratio
in expectation [24].

3 The AdaptiveQF

We now describe the AdaptiveQF [41], a state-of-the-art adaptive filter that serves as the foundation
for our online adaptive filters, SkiQF and the HybridSkiQF.

The AdaptiveQF is composed of two parts: a small main-memory filter that answers membership
queries, and a disk-based reverse map to support efficient adaptations. For ease of discussion, we use
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AdaptiveQF to refer to only the main-memory filter and the reverse map as a disk-resident structure
that is consulted during adaptations.

3.1 Filter design

We now describe the structure of the main-memory filter in AdaptiveQF.

Variable-length fingerprints. The AdaptiveQF is a fingerprint filter (described in Section 2). As
a reminder, false positives happen due to hash collisions—when a queried key not in the set has the
same fingerprint as a key in the set. The AdaptiveQF adapts to false positives by using variable-length
fingerprints to eliminate fingerprint collisions. Initially, fingerprints are of a fixed length and consist
of the lower order bits in the key’s hash. When a fingerprint causes a false positive, the AdaptiveQF
extends the fingerprint to differentiate it from the query fingerprint, eliminating the fingerprint
collision and adapting to the false positive. The bits added to the initial fingerprint to resolve the false
positive collision are referred to as extension bits. Figure 2a shows how fingerprints are generated
and Figure 2b shows how extending fingerprints resolves false positives.

Invertible hash functions. The AdaptiveQF uses an invertible hash function [19, 20, 30, 31] to
ensure distinct keys map to distinct hash values (h(x) # h(y) for x # y). The key insight here is
that since two distinct inputs x # y differ somewhere in their invertible hash outputs h(x) # h(y),
sampling bits from the hash output to construct filter fingerprints guarantees that a sufficiently large
sample will capture a distinguishing bit. We use a standard permutation-based implementation [30]
widely used in systems requiring invertible hash functions.

Note that although invertible hash values are as large as input keys, the AdaptiveQF only stores
prefixes of the hash values as fingerprints. In the extreme case where every key in the universe is
queried, the filter would expand all fingerprints to full length and become a perfect hash table, which
is the best any data structure can achieve in that scenario.

Quotienting. The AdaptiveQF uses quotienting [27], a compact hash table design common in
membership structures [16, 35]. It maintains 29 slots, each storing an r-bit remainder. A key x’s
fingerprint splits into a g-bit quotient hy(x) (determining the canonical slot) in the table and an r-bit
remainder hy(x) (stored tag). When the canonical slot is occupied, Robin Hood hashing (below)
resolves collisions. Since fingerprints can be extended, the AdaptiveQF also needs to store extension
bits added from adaptations. These are stored in adjacent slots following the remainder.

Robin Hood hashing. The AdaptiveQF employs Robin Hood hashing [10, 26], an ordered linear
probing scheme maintaining the invariant: if h(a) <h(a’), then the fingerprint of a precedes that of a’.
During insertion, existing fingerprints move right to preserve ordering. Keys sharing a canonical slot
form contiguous runs. Sequential runs displaced from their canonical slots form clusters. Figure 2c
shows three keys mapped to Slot 1 forming a 3-slot run, while entries for Slots 2 and 4 are displaced
rightward, creating a cluster with Slot 8.

Metadata bits. The AdaptiveQF uses 2 metadata bits per slot to help with locating the start of a
run: the occupied and runendbits. The occupied bit of a slot is set if there is at least one fingerprint
in the filter for which it is the canonical slot. In Figure 2c, for example, the occupied bit is set to 1
only for Slots 1, 2, 4, and 8. The runend bit is set for a given slot if it contains the last remainder in a
given run. In Figure 2c, the runendbit is set to 1 for Slots 3, 4, 7 and 8. To identify extension slots, the
AdaptiveQF also adds a extension metadata bit to each slot. The extension bit of a slot is set if if stores
extension bits. In Figure 2c, the slots storing the extension bits d’ for key D have its extension bit set.

Queries. The AdaptiveQF processes membership queries by locating the queried key’s run, then
scanning its remainders and extension bits. It returns YES if the fingerprint matches, NO otherwise.
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To accelerate queries, the AdaptiveQF divides the filter into blocks of 64 slots with metadata bits.
Each block maintains occupied and runend bits where the i runend bit corresponds to the run
containing the i occupied bit. This correspondence enables constant-time run location via RANK
and SELECT primitives [35]. Since runs can overflow across blocks, each block stores an 8-bit offset
counting slots occupied by prior blocks’ runs. These offset slots are excluded from the RANKand
SELECT operations as they contain data from previous blocks.

3.2 Adaptivity
This section describes the overall process of adapting false positives.

False positive feedback. The AdaptiveQF cannot detect false positives on its own, instead it needs
feedback from the database. The database detects a false positive when it cannot find a key for
which the filter returned a positive result. When this happens, the database notifies the AdaptiveQF,
triggering an adaptation.

Adapting false positives. The AdaptiveQF first locates the fingerprint that collided with the query
key. Using the fingerprint, the AdaptiveQF performs a lookup in the reverse map—an external-
memory index mapping fingerprints to keys—to retrieve the key corresponding to the fingerprint.
The key’s hash is computed and extension bits are extracted from it to avoid the collision with the
query key. The extension bits are then stored next to the remainder, making space by shifting items
if necessary. In practice, the AdaptiveQF reserves space to store extension bits as it operates below
maximum load factors for efficiency.? While adaptations increase the load factor, strong adaptivity
ensures extremely slow growth. Additionally, the AdaptiveQF supports resizing when load factor
becomes high enough that reserve slots are sparse and expensive to locate.

3.3 Reverse map

We now discuss the the reverse map design of the AdaptiveQF. The reverse map enables fingerprint-
to-key lookups, avoiding full table scans during adaptations. However, it is the primary performance
bottleneck in adaptive filters as it is disk resident. Below, we discuss design decisions in AdaptiveQF
that minimize this overhead.

Reverse map design. The reverse map is a dictionary mapping the fingerprints in the filter to their
corresponding keys. Since it contains as many entries as the dataset size, it is stored on disk as a separate
database table or secondary index. Note that the additional disk overhead is relatively small compared
to the primary database since it only needs to store fingerprint-key pairs and not full row/tuples.

In AdaptiveQF, the reverse map is a dictionary mapping (fingerprint, rank) pairs to keys, where
rank is position of the fingerprint in the run. Rank of a fingerprint does not change upon subsequent
insertions. The following sections detail how this rank-based indexing enables efficient adaptivity
and updates.

Adaptations. The reverse map is populated during insertions. There are no updates needed in the
reverse map during adaptations because the rank of an adapted fingerprint does not change when
it is adapted. In contrast, telescoping [29] and adaptive cuckoo filters [32] require multiple on-disk
updates per operation to the reverse map because they use multiple hash functions and relocate
fingerprints, affecting multiple entries. As an example, consider the reverse map entries for a run with
three fingerprints and their corresponding ranks: (a,1),(0,2),(c,3). If the fingerprint b is extended
to bb’, the extended fingerprint’s corresponding key can be retrieved from the reverse map entry
(b,2). Thus, the reverse map does not need to be updated during adaptations.

“Insert costis O (Inn/(a —Ina —1)) [4], where n is the number of entries and « is the load factor. Most quotient filters operate
at o €0.90,0.95].
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Inserts and Deletes. Updates to the database (and filter) must also update the reverse map. Inserts
require only a single append operation in the reverse map because new fingerprints receive new
ranks without affecting existing entries. Deletions require updating multiple entries as subsequent
ranks must be decremented, but this overhead remains acceptable because run lengths stay small due
to hashing. For example, consider the reverse map entries for a run with three entries: (a,1),(5,2),(c,3).
Inserting a new key d requires updating the reverse map with a new entry (d,4). Deleting b then
results in keys (¢,3) and (d,4) being updated in the reverse map to (c,2) and (d,3).

4 Adaptivity as a Ski Rental Problem
In this section, we model the costs of adaptivity as a ski rental problem and analyze when to adapt.

Modelling as independent ski rental instances. We model the online adaptivity problem by divid-
ing the query workload into multiple instances of the skirental problem, one for each unique query key.
The goal of the model is to minimize the overhead of adaptations and the cost of incurring false pos-
itives for each instance. We can safely ignore instances with query keys having a correct response on
the first attempt, as the filter does not need to change its response in these instances. For each instance,
the input is a sorted list of timestamps of when the key was queried, and the filter decides whether to
adapt or not at each timestamp without knowing how many more future timestamps are in the input.

We can analyze the overall cost of adaptations and false positives by aggregating each instance
(individual keys) independently. Each instance is independent, as the AdaptiveQF never forgets an
adaptation; therefore, adapting in one instance does not revert adaptations in other instances. While
it is possible for an adaptation in one instance to adapt another for free, this only lowers the overall
cost. Thus, summing the costs of each group independently provides an upper bound on overall cost.

Disk access model. We employ the disk access model (DAM) [1] to analyze the cost of adaptations
and false positives. The disk access model divides memory into a hierarchy consisting of a fast but
limited-in-size main memory and a slower but arbitrarily large external memory. The CPU can operate
only on data present in the main memory, and data is transferred between the main memory and
external memory in blocks of B elements. Since block transfers dominate the total running time, the
DAM model measures an algorithm’s performance by counting the number of total block transfers.

Deterministic ski-rental algorithm. The deterministic ski-rental algorithm rents until day | B/R|
and buys on the next day, where B and R are the costs of buying and renting respectively. For adap-
tivity, we specify B and R in terms of Cgry and Cpg , the cost of a reverse map and database lookup
respectively in the DAM model. As the cost of a false positive (renting) is a database lookup, R=Cpg.
Adapting (buying) also includes a database lookup to detect the false positive and a reverse map
lookup, so B=Cpp+Cgrpr. Thus, the break-even day is | B/R] =1+ | Crp/CpB-

Competitive ratio. We now analyze the worst-case competitive ratio for online adaptivity based on
the deterministic ski rental algorithm for different values of Cpp and Crys. We analyze the competitive
ratio in terms of @ =Cgp1/Cpp, the ratio of the cost of a reverse map lookup to a database lookup. Since
the input sequence can be divided into multiple independent instances of the ski rental problem, we
can analyze the competitive ratio for a single ski rental instance with an input sequence of length k.

THEOREM 1. Ifa>1, i.e., the cost of querying the reverse map is greater than a database lookup, the
optimal deterministic strategy is to adapt immediately after the false positive repeats | a] times and
is 2-competitive.

Proor. The proof follows the structure used to show that the deterministic skirental algorithm is 2-
competitive. Let k be the length of the final input sequence. If k < | « ], this algorithm pays a total cost of
k-Cpp. This is optimal (1-competitive), as adapting once incurs a cost of Cpp+Cgrypy, which is > k-Cpp.
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For k > | ], this algorithm pays a total cost of | @ |Cpp+ (Cpg+Cra) , representing the total cost
of incurred false positives and the final adaptation. For this case, the optimal offline cost is Cpp +Cru,
i.e., adapt on the first occurrence and avoid the | ]Cpp cost from repeated false positives. In this
case, the algorithm is 2-competitive as the competitive ratio is:

la|Cpp+(Cpp+Crum)
Cpp+Cry
C
_ la|Cps +1
Cpp+Crym
aCpp
" Cpp+Crm
< Crm
Cp+Crm
<2

+1

+1 asazCRM/CDB

[m]
LEMMA 2. Fora <1, the optimal offline strategy is to not adapt ifk =1, and adapt immediately ifk > 1.

Proor. We first analyze the offline optimal cost. For k = 1, the offline optimal cost is Cpp as it
avoids the reverse map lookup. For k > 2, the optimal strategy is to adapt on the first occurrence
for a cost of (Cpp + Crar). Any algorithm that adapts later incurs at least two false positives and
would have a cost > 2Cpp. Since Cpg +Cry = (1+a)Cpp < 2Cpp, the optimal strategy is to adapt
immediately for a cost of Cpg+Crp.

O

LEMMA 3. For a <1, adapting immediately achieves a competitive ratio of (1+a).

Proor. For k=1, the offline optimal cost is Cpp from Lemma 2. Since adapting immediately costs
Cpp + Cru, the competitive ratio for k =1 is (Cpg +Crpm)/Cpp = (1+ ). For k > 1, this algorithm
is optimal (1-competitive) as it immediately adapts. Thus, adapting immediately has a worst-case
competitive ratio of (1+a). O

LEmMmA 4. Fora <1, adapting on the second false positive achieves a competitive ratio of (2+a) / (1+ ).

Proor. For k=1, the offline optimal cost is Cpp from Lemma 2. Since this algorithm does not adapt,
it is optimal and 1-competitive for k =1. For k > 1, this algorithm incurs a cost of Cpp+(Cpp+Crum) =
2Cpp+Crpm asitadapts on the second occurrence. The offline optimal cost from Lemma 2 is Cpg+CRM.
The competitive ratio for this case is therefore % = f:—g Since (2+a)/(1+a) > 1, adapting
on the second false positive has a worst-case competitive ratio of (2+a)/(1+a). m}

THEOREM 5. Fora <1, the optimal strategy is to adapt immediately when a <0.618 and adapt on
the second occurrence otherwise.

ProoF. By equating (1 + @) = f:—g the worst-case competitive ratios for adapting immedi-

ately(Lemma 3) and on the second occurrence repsectively(Lemma 4), we get a threshold value
of =0.618 that indicates which strategy to use: adapt immediately if @ <0.618 and on the second
occurrence otherwise.

To complete the proof, we must also eliminate strategies that allow for more than 2 false positives
and adapt on the third false positive. Adapting on the third occurrence or later has a worst-case
competitive ratio > (3+a)/(1+«). This ratio is always greater than (2+«)/(1+«), the worst-case
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competitive ratio achieved by adapting on the second occurrence. Therefore, we can eliminate
algorithms that adapt on the third false positive occurrence or later. O

Theorem 5 shows that when a =1,Cpp =Cra, the optimal ski-rental algorithm is 1.5-competitive
by adapting on the second false positive occurrence. In contrast, adapting immediately would be
2-competitive.

False positive rate. As we use the ski-rental algorithm on a strongly adaptive filter, we can bound
the number of false positives observed for a sequence of queries.

LEMMA 6. A strongly adaptive filter augmented with the ski rental algorithm never returns more

than (1+[a])(ne+0O(+/nelogn+logn)) false positives with high probability.

Proor. From [3], a strongly adaptive filter never returns more than (ne + O(4/nelogn +logn))
false positives with high probability. From Theorem 1 and Theorem 5, using a ski rental algorithm
for adapting never repeats a false positive more than (1+ [«]) times: for ¢ > 1 and « < 0.618, the
ski rental algorithm allows 1+ | a] <1+ [a] occurrences, and for 0.618 < <1, it allows 2=1+[]
occurrences. Therefore, a strongly adaptive filter with a ski rental algorithm will never return more
than (1+[a])(ne+0(+/nelogn+logn)) false positives with high probability. O

Lemma 6 implies that the ski rental filter is not strongly adaptive and may return more false
positives compared to a strongly adaptive filter. For most common cases (¢ = 1,Cpp = Cry) the
overhead is a factor of 2. However, this trade-off is intended: the online adaptive filter minimizes the
total I/O cost of false positives and adaptations and therefore offers higher throughput(Section 6).

5 Implementation

This section describes the design and implementation of the SkiQF, a filter that extends the Adap-
tiveQF to implement online adaptivity described in Theorems 1 and 5. The SkiQF keeps track of
false positive repetitions, adapting when the false positive repeats for more than r times, where 7
denotes the adaptivity threshold. We then describe the HybridSkiQF, a variant of the SkiQF that
offers higher performance than the SkiQF on workloads where adapting immediately is optimal.
The HybridSkiQF monitors the workload to detect false positive repetitions and chooses between
immediate adaptation or no adaptation based on the observed workload characteristics.

5.1 SkiQF

The SkiQF reuses the schema of the AdaptiveQF filter to keep track of false positive repetitions and
adapts a false positive query only if crosses the adaptivity threshold (7).

Determining 7, the adaptivity threshold. The value of 7 depends on the ratio & = Crar/Cpp,
where Cgrys and Cpp are the cost of a reverse map lookup and a database lookup respectively. From
Theorems 1 and 5:

le] ifa>1,(adapton 1+ || occurrence)
=141 if 0.618 <& <1, (adapt on second occurrence)
0 if @ < 0.618, (adapt on first occurrence)
In the simplest case, we expect @ = 1 when both the reverse map and the database use the same
underlying data structure, implementation and storage device. In complex deployments where the
value of Cpp and Cry may vary over time and « may significantly deviate from 1, the values of Cpp

and Cgys can be tracked through periodic sampling and averaging of lookup latencies. When the
values of Cpp and Cgy vary over time and 7 is updated, the SkiQF resets all fingerprint collision
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occupied|{ 0 111 1,0:11,0,0,0:1,0
runend|0101071,1;0,1,0;1,0
extension|0,0,0,0,0,0,0,0,0,0

slots| ta'blcidlelf! 'g!

(a) Initial state of the SkiQF. The filter has not returned any false positives so far.

T T

occupied| 0111 1,0:1,0/0,0:1,0
runend| 010,01, 1]1]0;1,1,0
extension | 0,0,0,0,0/1]0,0,0,0
slots|__ 1@, b,c,d|x|e f |9

1

(b) A query for key that maps to fingerprint d is a false postive. The filter makes space for a slot immediately
next d to indicate that a false positive was seen. This step incurs no additional 1/0 to the reverse map. The
metadata bits (runend and extension) are both set to indicate that this is a collision-counter slot.

occupied| 0 111 1,0:1,0/0,0:1,0
runend| 01070, 1,1]0]071,1,0
extension|0:0,0,0,0[1]/0,0,0,0

slots|_1@,b,¢c dld|e fi9,

(c) The above false positive query has appeared 7+1 times, where 7 is the adaptivity threshold. Since it exceeds
the adaptivity threshold, the filter adapts the entry for d. The filter queries the reverse map to find the key
D corresponding to d and adds extension bits d’. The collision-counter slot is converted to an extension slot.
Fig. 3. Online adaptivity in the SkiQF. The SkiQF extends the AdaptiveQF using the existing metadata scheme
to also support counting the number of false positive repetitions per fingerprint. Once this count exceeds
7 (adaptivity threshold), the SkiQF overwrites the collision-counter slots with extension bits.

counters to provide competitive guarantees within periods where 7 remains constant. Since 7 is
typically stable in practice, this suffices for real deployments.

Fingerprint collision counter. The SkiQF uses collision-counter slotsin the filter to keep track of false
positive repetitions. A collision-counter slot is located immediately next to a fingerprint and stores in
binary the number of false positive collisions of that fingerprint. Collision-counter slots for a finger-
print are allocated only if the fingerprint was involved in at least one false positive, so fingerprints
not involved in a false positive query do not use additional slots. When a false positive is detected, the
SkiQF checks the fingerprint’s counter value, adapting the false positive if the count equals 7. If the fin-
gerprint is adapted, the collision-counter slots are overwritten and used for extension bits. Otherwise,
the counter is incremented, allocating a collision counter slot for the fingerprint if it does not exist.

Identifying slots using metadata bits. The slots of the SkiQF contain either a remainder, extension
bits, or a collision counter. The SkiQF utilizes the runend and extensionbits to differentiate between the
three types of slots. For each entry, the filter stores the remainder, extension bits and collision-counter
slots in that order. A remainder, which always occupies exactly one slot, has its runend bit set to 1 if
it is the last item of a run and 0 otherwise. The extension bit of a slot containing a remainder is always
set to 0. Extension slots have their extension bit set to 1 and their runend bit set to 0. Collision counter
slots have both their extension and runend bits set to 1.

Queries and adaptations. Query in the SkiQF are similar to those in the AdaptiveQF, using the
RANK and SELECT mechanism of the AdaptiveQF to locate runs. When performing the RANK and
SELECT, a bitwise AND operation on the runend with a negation of the extension bits allows the
filter to ignore slots with extension or counter slots.

Adaptations are also similar to those in AdaptiveQF: the SkiQF queries the reverse map and adds
extension bits to eliminate the false positive, except that the SkiQF adapts only if the counter equals 7.
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While adapting, counter slots are converted to extension slots, effectively resetting the counter for the
extended fingerprint. Note that, if 7 =0, the filter behaves like the AdaptiveQF and adapts immediately.

5.2 HybridSkiQF

The HybridSkiQF is a variant of the SkiQF that monitors the workload to determine if false positives
are repeating, adapting all false positives immediately if they are, and forgoing adaptations otherwise.
To handle workload drift, the HybridSkiQF periodically updates its adaptivity strategy. Thus, the
HybridSkiQF avoids the performance overhead of the SkiQF when false positives are repeated, while
also avoiding the overheads of adaptivity when the workload is uniform random.

Adaptivity Policy. The HybridSkiQF revisits its adaptivity decision at the start of each decision
window. Each decision window spans a fixed number of negative queries (false positives and true
negatives). Within a decision window, the HybridSkiQF keeps track of two types of false positive
queries: repeated false positives and corrected false positives. Repeated false positives are those that
the HybridSkiQF has already observed in the current window, while corrected false positives are
those for which the HybridSkiQF returned a correct true negative response due to a prior adaptation.

At the end of a decision window, the HybridSkiQF uses the following heuristic to determine
whether to adapt or not: if the count of either repeated false positives or corrected false positives
exceeds their expected value under a uniform random distribution, the underlying distribution is
skewed and requires false positives to be adapted immediately. To detect workload drift without
overreacting to transient fluctuations, the filter maintains a weighted moving average of both metrics
across windows and uses these averaged values for adaptivity decisions. Further, we choose the
decision window size w to be just large enough such that the observed false positives do not exceed
their thresholds with high probability, which can be determined through concentration bounds.

To keep track of repeated false positives, the HybridSkiQF uses an additional, tiny Bloom filter
called the repeat-detector filter. The HybridSkiQF inserts observed false positive queries into the
repeat-detector filter, counting it as repeated if it is already present in the repeat-detector filter. The
repeat-detector filter is reset between decision phases.

Since the HybridSkiQF only inserts false positive queries, the repeat-detector filter only needs
a tiny amount of space. The repeat-detector filter has a false positive rate of ¢ and must be sized
to handle w-e insertions, the expected number of false positives in a decision window of size w in
a HybridSkiQF with a false positive rate of €. Assuming that we use the optimal number of hash
functions for the Bloom filter, the repeat-detector filter would need (In2-w-e-log( %)) bits [5].

Repeated false positive threshold (zg). The threshold for repeated false positives, g, is set to the
number of repeated false positive queries expected in a workload with a uniform random distribution.
For a decision window of size w, the expected number of repetitions detected for a uniform random
workload would then be (w-€-¢) — among the w queries, approximately (w-€) will be false positives
returned by the HybridSkiQF, and of these, (w - € - ¢) will falsely appear as repetitions due to the
repeat-detector filters’s own false positive rate.

Detecting corrected false positives. To detect a corrected false positive, the HybridSkiQF checks
if a query returned a true negative result due to an adaptation. The filter determines this by checking
that the query fingerprint matched with an initial fingerprint in the filter, but ultimately returned
a true negative result as the extension bits did not match.

Corrected false positive threshold (z¢) . Similar to 7z, we estimate the expected value of 7 on
a uniform random workload as the threshold to detect if a workload is skewed. A query will register
as a corrected false positive if it collides with any fingerprint disregarding extension bits and the
fingerprint happens to be extended. The probability of the first event occuring is € and the conditional
probability the second event happens given the first occuring is f, the fraction of adapted fingerprints
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in the filter. Thus, the probability that a fingerprint collides with an extended fingerprint is (e f),
and the expected value of 7 for a window of size wis (w-€- f) .

Example configuration. Consider a HybridSkiQF with 2%7 slots with 8-bit remainders (178 MB,
€=2"8). We choose w = 1e6 to balance statistical confidence against space overhead (larger w requires
more repeat-detector space) and responsiveness to workload drift (smaller w detects changes faster).
With a decision window size of w = 1e6, the repeat-detector expects 1e6-27% =3906 inserts. Using
a Bloom filter with a false positive rate of ¢ =0.0001 and 4 hash functions, the repeat-detector filter
occupies 8KB of space. Under a uniform random workload, the HybridSkiQF expects w-€-¢ =4
repeated false positives. Similarly, if the filter has performed a total of 1,250,000 adaptations so far,
the fraction of slots containing adapted fingerprints is f = 1250000/2%” = 0.0093. For w = 1e6, the
HybridSkiQF would expect w-e- f =3.6 repeated false positives. We set both thresholds 7z and z¢
to thrice their expected values to ensure high-confidence detection of non-uniform workloads.

Load factor. Unlike the SkiQF and AdaptiveQF, the load factor of the HybridSkiQF does not increase
on uniform random workloads. The SkiQF allocates collision-counter slots even when adaptations
aren’t beneficial, and the AdaptiveQF creates extension slots for non-repeating queries. Since filter
operations cost more as the load factor increases [4], the SkiQF and AdaptiveQF filter must be sized
appropriately to maintain filter performance. On skewed workloads, all three filters will have the
same load factor.

Tradeoffs compared to the SkiQF. The SkiQF makes no assumptions about the workload and
provides a 2-competitive guarantee by applying the deterministic ski-rental algorithm per query. The
HybridSkiQF trades this worst-case guarantee for higher average-case performance by assuming
that the workload distribution is largely stable. It periodically classifies the workload as skewed or
uniform and matches the better-performing strategy: adapting immediately (like an adaptive filter) or
not adapting at all (like a traditional filter). When the workload distribution drifts, the HybridSkiQF
detects the change and switches strategies accordingly.

This design gives the HybridSkiQF two advantages: it matches the SkiQF on uniform workloads
where no false positives repeat, and outperforms it on skewed workloads where immediate adaptation
is optimal. However, its binary adapt-all-or-nothing strategy cannot selectively adapt individual
false positives. On workloads where only a few false positives repeat frequently among many that
do not—such as extremely skewed distributions with long tails—the SkiQF outperforms the Hybrid-
SkiQF by adapting only the recurring false positives while ignoring the rest. Additionally, during
distribution drift, the HybridSkiQF may briefly lag behind the SkiQF, as it requires a full decision
window to detect the change, whereas the SkiQF reacts to each false positive independently.

6 Experiments

We evaluate the performance of SkiQF and HybridSkiQF through full system benchmarks and mi-
crobenchmarks. We perform system benchmarks by integrating the filters in WiredTiger [33], a
disk-based B-Tree key-value store. We also perform microbenchmarks to study the various internal
metrics of the filters and their performance implications. Our experiments and implementation of
the filters are available as an open source repository>.

We compare our proposed online adaptive filters against two baselines: the counting quotient
filter(CQF) [35] (non-adaptive) and the AdaptiveQF [41] (adaptive). The AdaptiveQF is the state-of-
the-art adaptive filter with strong guarantees and minimal adaptivity overhead, and offers superior
performance compared to other adaptive filter implementations. The counting quotient filter (CQF) is
the state-of-the-art fingerprint filter and requires the lowest space (1.053(nlog(1/€)+2.125n+0(n))
bits) for a given false positive rate € compared to other fingerprint filters (cuckoo 1.053(nlog(1/¢) +

Shttps://github.com/saltsystemslab/SkiRental AdaptiveQF
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‘ Metric ‘ B-Tree | B¢-Tree ‘
‘ Insert Performance ‘
Throughput (Keys/s) 4540 9005
Relative Throughput 49% 99%
‘ Query Performance ‘
Throughput (MOps/sec) 1.04 0.91
Reverse map avg. latency (Crar) (ns) | 121567 | 158882
Ratio « 1.0007 1.306

Table 1. 1/0 overhead of reverse map on insert and query throughput. We measure the insert overhead as
relative throughput based on the baseline with no reverse map and WiredTiger as the database (9083 Keys/s
insert throughput). The query throughput is measured on a workload consisting entirely of negative queries
constructed from a uniform random distribution. The B-Tree reverse map uses WiredTiger [33], while the
B¢-tree uses SplinterDB [12] and both are configured with a 64MB main-memory buffer.

3n+o(n)) and vector quotient filter 1.075(nlog(1/€)+2.91n+0(n))) [16, 36]. In /O-bound database
workloads, disk accesses dominate performance, making the false positive rate the critical metric
for traditional filters rather than in-memory query speed.

6.1 Experimental setup

We evaluate query workloads using an on-disk WiredTiger [33] database paired with an in-memory
filter containing the database keys. The filter prevents negative queries — queries for non-existent
keys — from triggering unnecessary disk accesses. Following prior filter evaluations [16, 41], we gen-
erate workloads consisting entirely of negative queries. This isolates the filter’s impact on database
performance, as filters only accelerate negative queries. Each query first checks the in-memory filter.
Only positive filter responses proceed to query WiredTiger on disk. When WiredTiger fails to find a
key (confirming a false positive), it notifies the filter to trigger an adaptation according to the filter’s
adaptation policy.

Database. The database instance contains a single 2-column table with 8-byte keys and 8-byte values,
representing standard 64-bit identifiers used in practice. The table consists of 120M key-value pairs.
All 120M key-value pairs are generated uniformly at random from the universe [0,2%*—1], occupying
2.2 GB on disk.

Note that our results generalize to other key and value sizes. Since filter false positive rates depend
on the number of keys present in the set and not the universe size, larger keys do not affect the filter’s
impact on database performance. Similarly, value size is irrelevant as our workloads only contain
negative queries.

Reverse Map. The adaptive filter variants (SkiQF, HybridSkiQF, and AdaptiveQF) use a sepa-
rate WiredTiger instance as the reverse map. This instance is configured with a 4MB buffer pool
(in-memory cache), and stores a single table mapping fingerprints to 8-byte integer keys. Since
fingerprints can repeat in a filter, the offset of the fingerprint within its run (as described in Section 3)
is used to differentiate between duplicate fingerprints. This means that the reverse map is only
accessed in read-only mode and no updates are required during adaptations.

Table 1 reports insert overhead and query performance for two reverse map indexes: a B-Tree
(WiredTiger [33]) and a write-optimized B¢-tree (SplinterDB [12]). We measure insert throughput
by inserting 15 million 8-byte keys and values drawn from a uniform random distribution. Query
throughput is measured over one million negative queries, also drawn from a uniform random
distribution. The table also reports the average reverse map latency and a =Crpt/Cpp.
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The B-Tree achieves higher query throughput compared to the B¢-tree (1.04 MOps/sec vs. 0.91
MOps/sec) due to its lower latency (121 ps vs. 158 us), but incurs 51% higher overhead on inserts.
The write-optimized B€-tree maintains nearly equivalent insert throughput (99%) compared to the
baseline with no reverse map at the cost of slightly slower reverse map queries. Both structures have
similar adaptivity thresholds, with | ] =1 (i.e., SkiQF adapts on the second repeated false positive).
Since the B-Tree’s « ratio is closer to its floor value, it presents a more challenging case and is thus the
focus of our experiments. However, our approach generalizes to any reverse map and any value of a.

Database and buffer pools. The adaptive filters use a 64MB buffer pool for the database WiredTiger
instance and an additional 4MB buffer pool for the reverse map instance, totaling 68MB. To maintain
fairness, we configure the non-adaptive filter (CQF) with a 68MB database buffer pool, ensuring all
filters use the same total memory. The 64MB database buffer pool represents approximately 6.25%
of the total database size.

Filter configurations. All filters employed in our evaluation are fingerprint filters. They are config-
ured to operate at 90% load factor and initialized with 2%7 slots. Each slot is 8-bit, thereby guaranteeing
a maximum false positive rate of e=278. As reported in Table 1, our reverse map and database setup
has a cost ratio of | ] =1. Therefore, we configure the SkiQF to adapt a false positive on its second
occurrence. The HybridSkiQF is configured with a decision window size of 1 million queries with a
smoothing factor of 0.7 and configured with a 8KB repeat-detector Bloom filter with 4 hash functions
(max false positive rate of 0.001 for 3092 inserts).

System specification. All the experiments were run on an Intel(R) Xeon(R) 6710E CPU @ 2.40GHz
with two NUMA nodes, 64 cores and 96MB L3 cache per node. The machine has 1TB of DRAM running
Linux kernel 5.14 and a Dell DC NVMe PM9A3 RI U.2 with 3.84TB total capacity. All experiments
were run using a single thread.

6.2 Robustness across workloads distributions

In this experiment, we evaluate the database performance using the various filters across query work-
loads of varying skewness. The goal of this experiment is to show that the online adaptive filters intro-
duced in this paper (SkiQF and HybridSkiQF) provide robust performance guarantees independent of
the skewness in the workload distribution. Figure 4a shows the instantaneous throughput, measured
at intervals of 1% of the query workload, while Figure 4b shows the overall (aggregate) throughput.

Query distributions. We evaluate all the filters on workloads containing keys drawn from both
skewed and uniform random distributions. Each query workload consists of 100 million queries,
generated using the following distributions:

e Uniform: The keys are drawn uniformly at random from the universe of keys([0,2%*—1]).

e Normal: Frequencies of keys follow a normal distribution. 5 million samples are drawn from a
normal distribution (z=0.0,0 =1.0) to be frequency weights.The weights are shifted to be positive
and normalized to add up to the desired number of queries, which in our tests is 100 million. A
random integer is assigned to each frequency weight to generate the final distribution.

o Lognormal: Frequencies of keys are generated in the similar manner as before using a lognormal
distribution(p=0.0,0 =1.0). A lognormal distribution is one where the logarithms of the values
follow a normal distribution.

e Zipfian: The keys are drawn from a Zipfian distribution with @ =0.99, which simulates the Zipfian
distribution parameter used in the YCSB benchmark [13].

The workload consists of entirely negative queries, i.e., keys that are not present in the input set. The

queries are generated by sampling from the universe using the above distributions and discarding

keys that are present in the dataset.
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Fig. 4. Database query throughput with filters across various distributions. (Higher is better.)

Uniform Random (No skew). On uniform random workloads, the SkiQF (1.60 MOps/sec) and the
HybridSkiQF (1.58 MOps/sec) achieve the highest query throughput. For uniform random workload,
false positives seldom repeat and adaptations in the AdaptiveQF therefore contribute towards over-
head without any performance improvements. The SkiQF and the HybridSkiQF are able to avoid
adapting by detecting that false positives are not repeating. These filters have similar performance as
the CQF (1.66 MOps/sec). As adaptations only contribute towards overhead, the AdaptiveQF has the
lowest throughput (0.90 MOps/sec). The HybridSkiQF also achieves the highest query throughput
without an increase in its load factor, while the load factor of the other adaptive filters (AdaptiveQF,
SkiQF) increases slowly over the duration of the workload (Figure 10).

Normal and Lognormal (Medium skew). On the normal and lognormal workloads, which are
skewed workloads, the HybridSkiQF (2.95 MOps/sec for normal, 2.40 MOps/sec for lognormal) offers
similar performance to the AdaptiveQF (3.08 MOps/sec for normal, 2.37 MOps/sec for lognormal). The
SkiQF has a slightly lower throughput compared to the AdaptiveQF but is within its 1.5-competitive
bound (2.39 MOps/sec for normal, 2.11 MOps/sec for lognormal). The difference in performance is
due to the SkiQF following the deterministic ski-rental algorithm and adapting a false positive on
the second occurrence given the derived a value. In contrast, the HybridSkiQF and the AdaptiveQF
adapt all false positives immediately and avoid extra false positives.

Zipfian (High skew). On the Zipfian workload (with @ =0.99), the SkiQF (4.26 MOps/sec) offers the
highest throughput. The HybridSkiQF (3.56 MOps/sec) and the AdaptiveQF (3.60 MOps/sec) perform
the next best. Both filters adapt false positives immediately. This strategy proves suboptimal for this
workload: while some false positives repeat frequently and benefit from adaptation, a long tail of
one-off false positives also exists. Adapting these non-repeating false positives creates overhead that

Proc. ACM Manag. Data, Vol. 4, No. 3 (SIGMOD), Article 244. Publication date: June 2026.



244:20 Yuvaraj Chesetti and Prashant Pandey

CQF I 1 AdaptiveQF I 8 skiQF I B HybridSkiQF
| |

T S B 3 [
g2 B L
&0 .l 2
& 5 2 - s
0 0 0
Uniform Normal Lognormal Zipfian
(a) Overall Disk 1/0
|
T 8| B 8 - N 8 |- = 30 |
~ =6 — 6 - 6 |- — 2l N
824 = 4 - = 4 =
& 20 — 2 |- | 2 |- = 1= n
0 0 0 0
5 | | |
£703 < 03 - 03 02 g
8202 - 0.2 [ - 0.2 |- N
s 0.1 | —
8201 — 0.1 [~ - 0.1 |- |
<
=0 0 0 0
Uniform Normal Lognormal Zipfian
(b) Database 1/0 and observed false positives
| |
3 8 = 15 - |
FEO | = .
284 - =
& 2 N 0.5 1= m
0 0
iy
£ 8 300 |~ = 60 |- -
g g 200 |- . 40 |- N
£ 100 |- - 20 |- .
2E
0 0

Uniform Normal Lognormal Zipfian

(c) Reverse map 1/0 and adaptations

Fig. 5. Disk I/0, false positives and adaptations breakdown. (Lower is better for all.)

reduces the AdaptiveQF and HybridSkiQF to similar throughput as the CQF (3.53 MOps/sec). The
SkiQF avoids this problem by adapting only repeated false positives.

Database and reverse map I/O breakdown. We also measure the total I/O performed by the
database and the reverse map while running the query workloads to validate the theoretical bounds
presented in Section 4. The I/O measurements were retrieved from the statistics provided by the
WiredTiger instances, for the database and the reverse map. Figure 5a plots the total I/O performed
in bytes during the query workloads. The total I/O reported in Figure 5a correlates strongly with the
query throughput reported in Figure 4. This is expected, as database performance is bottlenecked on
disk I/Os; therefore, the more the I/O performed, the lower the throughput. Figure 5b and Figure 5¢
breakdown the I/O cost across the database and the reverse map.

On the workload with a uniform random distribution, all the filters return the same amount of false
positives and therefore incur equal database I/O costs. However, the AdaptiveQF incurs additional
I/Os to adapt the false positives, resulting in twice the overall I/O cost compared to the other filters.

On workloads with normal and lognormal distributions, the CQF has the highest database I/O
cost due to repeated false positives. Among the adaptive filters, the SkiQF ends up having twice the
database I/O cost compared to the AdaptiveQF and HybridSkiQF, as they adapt on the second false
positive occurrence.
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Fig. 6. Database query throughput of the filters on adversarial query workloads. (Higher is better.)

On the workload with Zipfian distribution, the SkiQF has the lowest overall I/O cost. It only adapts
recurring false positives and avoids adapting the long tail of one-off false positives. Despite the CQF
returning an orders-of-magnitude higher number of false positives, it only has twice the database
I/O cost compared to all the adaptive filters. This is because the vast number of false positive queries
are repeated, causing their index pages to be cached inside the buffer pool of the database.

6.3 Adversarial workload

In this benchmark, we evaluate whether online adaptive filters (SkiQF and HybridSkiQF) provide
the same adversarial robustness as strongly-adaptive filters (AdaptiveQF). Our benchmark is similar
to the one proposed by Wen et al. [41].

Motivation. We simulate an attacker that aims to degrade database system performance by exploit-
ing false positive queries. The attacker issues random queries and identifies false positives through
timing analysis—false positives access disk and exhibit higher latency compared to true negatives that
are returned after a negative response from in-memory filter. After collecting these false positives,
the attacker replays them to force disk I/Os and degrade performance. To bypass caching, the attacker
spaces these replays to ensure cache entries expire between repetitions.

Test Setup. We evaluate the adversarial benchmark across varying cache sizes (6.25%, 12.5%, 25.0% of
dataset size) and adversarial query proportions (1%, 5%, 10%). An x% adversarial frequency means the
attacker replaces x% of queries with known false positives. The attacker cycles through false positives,
removing any that have been adapted. The filter is initialized with 227 =134M slots containing 8-bit
remainders and filled to 90% load factor. The query workload consists of 40M uniformly random
8-byte unsigned integers.

Results summary. We report adversarial benchmark results in Figure 6. The online adaptive filters
are able to guarantee robustness against adversarial workloads. Across all configurations, the Adap-
tiveQF and HybridSkiQF have the best performance, between 0.90—1.01 MOps/sec. The SkiQF is able
to maintain its 1.5-competitiveness compared to AdaptiveQF, with its performance ranging from
0.68—0.75 MOps/sec. The CQF is specifically susceptible to the adversarial attack, with performance
deteriorating as the adversarial frequency increases (0.54 MOps/sec for 1%, 0.15 MOps/sec at 5%, 0.07
MOps/sec at 10%). Furthermore, the CQF does not benefit from using a larger cache, as the adversary
can always issue enough random queries to flush the cache.

6.4 Shifting workload distributions

We evaluate the performance of the online adaptive filter when the query distribution changes during
aworkload. We construct the workload with distribution shifts based on prior literature [2, 43]. Specif-
ically, we test the filters against workloads with phases, each drawing queries from a different query
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adaptivity policy online, matching the CQF (non-adaptive filter) during uniform phases and AdaptiveQF
during adversarial phases. (Higher is better.)
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Fig. 8. Database query throughput of the filters for varying «, the ratio of the reverse map (Crar) and database
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distribution. We evaluate the filters against a workload of 100 million queries divided into 4 phases
of 25 million queries each. Starting with a uniform random phase, the workload alternates between
uniform random workloads and adversarially generated workloads (5% adversarial query rate).

Figure 7 shows the instantaneous query throughput (throughput to perform 1 million opera-
tions). During the uniform random phases (shaded blue in Figure 7), the SkiQF and HybridSkiQF
match CQF’s performance (~ 1.66 MOps/sec), while the AdaptiveQF’s throughput is 45% lower (0.90
MOps/sec) due to unnecessary adaptations. When the workload switches to adversarial (shaded in
red), the CQF’s throughput drops to 0.14 MOps/sec while the HybridSkiQF matches the AdaptiveQF.
Note that the HybridSkiQF incurs a brief detection lag at each distribution shift, as it requires a full
decision window to identify the change and update its policy.

6.5 Varying external-memory costs

In this experiment, we study the performance of the filters across different values of a, the ratio of
the cost of the reverse map to the database. As reported in Table 1, our base experimental setup has
an a value of 1. We simulate different values of @ by introducing an artificial delay using a thread
sleep. The delays added are in increments of the median latency reported in Table 1. For example,
to get an a value of 1/2, we introduce a delay of the average latency (130us) to the database lookup,
and for a =2, the sleep is added to the reverse map lookup.

The experiment uses a similar setup as the robustness study (Section 6.2), and we plot the query
throughput in Figure 8. Both the online adaptive filters avoid the overhead of adapting in the uniform
random workload, matching the performance of the traditional filter. For skewed workloads, the
SkiQF has the best or close to best performance for each experiment run, and is flexible enough to
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Fig. 9. Main-memory insertion and query throughput of various filters. The adaptive filters were queried
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Fig. 10. Load factor across various distributions. (Lower is better, y-axis starts at 0.90.)
operate at different values of a. The throughput of the AdaptiveQF decreases as « increases as the
cost of querying the reverse map increases. When a =1, the performance of the AdaptiveQF on the
uniform random workload represents the downsides of adapting immediately (2Xx lower throughput
on uniform random workloads) as opposed to the second adaptation. When adapting immediately
is optimal (skewed workloads with a <1), the HybridSkiQF is the best performing filter, with a 28%
higher throughput compared to the SkiQF.

6.6 Microbenchmarks

In the microbenchmarks, we evaluate the filters in main memory. We initialize all filters with 227
slots, 8-bit remainders, and fill them to 90% load factor using uniform random keys.

Filter-only insert and query throughput. This experiment evaluates the in-memory performance
offilter operations. Although diskI/O dominates false positive costs, in-memory performance remains
critical for true negative queries. We run a query workload of 500 million of various distributions.
Our throughput measurements exclude database access and adaptation cost (reverse map accesses).
Our experiments show that the online adaptive filters introduce negligible overhead to in-memory
operations. Figure 9 shows similar performance for all filters (traditional, adaptive, and online adap-
tive) at 7.06-8.51 MOps/sec for most workloads. The Zipfian workload achieves higher throughput,
likely due to its low unique query count keeping relevant filter slots cached. Insertion throughput
measurements, conducted without database or reverse map updates, confirm similar in-memory
performance across all filters.
Load factor. Figure 10 plots the filter’s load factor across various query distributions. On skewed
query workloads (normal, lognormal, Zipfian), all adaptive filters increase load factor at similar rates.
The SkiQF achieves similar load factors to AdaptiveQF but performs different numbers of adaptations.
Each false positive uses a slot in the filter to track repetitions, regardless of adaptation. This is clearest
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Fig. 11. False positive rate across various distributions. (Lower is better.)
on uniform workloads, where SkiQF matches AdaptiveQF’s load factor despite performing nearly
zero adaptations. The HybridSkiQF matches CQF’s load factor on uniform workloads. The CQF
maintains 90% load factor across all workloads since it never adapts.

False positive rate. Figure 11 shows false positive rates across query distributions. We measure the
instantaneous false positive rate per million queries (1% of the 100M workload). All filters begin at
the configured rate € =278 =0.0039. For the skewed workloads, as the number of adaptations increase,
the false positive rate decreases. The SkiQF’s rate decreases slightly slower as it delays adaptation
until the break-even point. On the other hand, the CQF’s false positive rate is significantly higher
compared to the adaptive filters as it incurs repeated false positives.

Space Usage. The CQF has the lowest space usage at 162.13 MB of main memory. The AdaptiveQF
and SkiQF use 178.15 MB, an overhead of about 8-9% compared to the CQF, which is due to the
additional metadata bit used to keep track of extension slots. The HybridSkiQF occupies 178.16 MB,
anegligible 0.008% (16KB) space overhead due to the repeat-detector Bloom filter. The space usage
of the SkiQF and HybridSkiQF is same as the AdaptiveQF because they have the same underlying
structure without any added space overhead.

7 Discussion and conclusion

The SkiQF and HybridSkiQF present an approach that addresses a key limitation of adaptive filters,
the slowdown in performance due to the overhead of adaptivity. Previously, applications had to
choose between the benefits of adaptivity—lowered false positive rates on skewed workloads and
protection against adversarially generated workloads—and performance on commonly occurring
workloads with low or no repeating false positives.

By modelling and analyzing when to adapt as a ski rental problem, we take a principled approach to
designing an adaptive filter that has the benefits of adaptivity, while also matching the performance
of non-adaptive filters when adaptivity is not needed. Our experiments, which consist of workloads
with query distributions of varying skewness, show that the SkiQF and HybridSkiQF improve the
performance of the AdaptiveQF by 21% and 27% respectively, while demonstrating robustness by
never performing worse than the CQF, a non-adaptive filter. Our microbenchmarks also show that
the SkiQF and HybridSkiQF implement the ski rental algorithm with no overhead.

With its robust performance, we expect the SkiQF and HybridSkiQF to be the go-to filter data
structures in modern databases. The SkiQF provides strong guarantees and can react to changes in
the underlying query distribution immediately. The HybridSkiQF trades robustness for performance
and works well for workloads that follow a consistent pattern. Our evaluation shows that filters in
databases can support adaptivity without performance overhead.
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